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Abstract 

Drawing on field experience and stakeholder engagement across the Security Sector Reform, 

parliamentary development and new technologies domain, this paper examines the dual role of 

parliaments in responding to the use of emerging technologies in Counter-Terrorism. Artificial 

intelligence and other machine-learning technologies offer new means for law-enforcement 

and parliamentary oversight, while simultaneously introducing vulnerabilities that can be 

exploited by terrorist actors for propaganda, recruitment, financing and cyberattacks on 

parliaments and Members of Parliament (MPs). Parliaments bear legislative and oversight 

responsibility for ensuring that security agencies remain effective and rights-compliant, but 

many legislatures and legislators face significant gaps in their technical knowledge and access 

to comparative best-practice. This concept note proposes a two-tier training model, that is 

specialized training for MPs and staff directly engaged in counter-terrorism, and baseline 

training for all parliamentarians, supported by guiding principles and best practices to 

strengthen MPs' awareness of legislation and oversight that uphold international human rights 

and humanitarian law. Its aim is to strengthen legislative capacity, support parliamentary staff, 

enhance inter-parliamentary co-operation and promote transparent, accountable and 

democratically grounded national responses to the challenges posed by the use and abuse of 

these emerging technologies. 
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1. Introduction 

 

Based on our field experience, research and stakeholder co-ordination efforts across the 

domain, we attempt to highlight the importance for parliaments and indeed for qualified 

parliamentarians not only to keep up with new technologies in the protective security domain 

but also to legislate for and provide effective oversight of the security agencies employing 

them. This of course necessitates targeted trainings: a. for those MPs, including Cabinet 

Members and staffers directly involved in Counter-Terrorism and b. to a lesser extent, lower-
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level, baseline trainings for all MPs and staffers in order to sensitise them to the institutional 

and individual threat, therefore improving their collective security and situational awareness; 

in effect, two-tier trainings.  

 

The development of artificial intelligence (AI) and other new technologies creates 

opportunities for innovation and economic growth (Cockburn et al., 2018), as well as new tools 

for law-enforcement and parliaments in combating terrorism (Turner, 2026). At the same time, 

however, these technologies introduce new vulnerabilities to State institutions and their 

personnel (Fitsilis et al., 2026). Terrorist groups are increasingly exploring and employing such 

applications for propaganda, recruitment, cyberattacks, financing and intelligence activities, 

creating additional challenges for intelligence and law-enforcement agencies and therefore by 

default, for parliaments and legislatures. 

 

Parliaments have a central role in addressing these new challenges, not only in keeping abreast 

of these developments but as legislative bodies, they are responsible for ensuring that national 

intelligence and law-enforcement agencies remain responsive, effective and accountable. As 

oversight actors, they are mandated to scrutinise the use of digital technologies by governments 

and security agencies and as representative institutions, therefore, they must ensure that the 

protection of human rights and the concerns of citizens are reflected in national policy, 

legislation and civilian oversight activities. 

 

Nevertheless, many legislatures face significant gaps in technical knowledge, access to 

comparative best-practice and the technical means to regulate emerging technologies. 

Parliamentary staff, including legal drafters, lawyers and researchers, as well as external 

consultants, play an essential role in supporting this work; yet they too require dedicated 

thematic training and practical tools, including knowledge management and policy analytics 

systems, to strengthen their contribution. 

 

The note synthesises recent research findings to promote a more informed and proactive 

parliamentary response to the use and misuse of emerging technologies in Counter-Terrorism. 

It proposes a set of best-practice and guiding principles for legislation and oversight that uphold 

international human rights and humanitarian law, as well as adhering to the relevant EU 

Recommendations and UN Security Council resolutions. These outcomes therefore aim to 

support parliaments and other civic stakeholders in developing targeted guidelines and training 

curricula for legislators and parliamentary staff, respecting the two-tier training components as 

mentioned previously, i.e. essential and non-essential trainees. 

 

By doing so, this doctrinal note, which forms part of our broader ongoing research programme, 

seeks to strengthen legislative capacity, enhance oversight of government and security agency 

practices and promote inclusive, rights-based policymaking. Ultimately, it contributes to 

raising awareness whilst enhancing institutional and personal security awareness practices, 

improving inter-parliamentary co-operation and ensuring that national responses remain 

transparent, accountable and grounded in democratic values. 
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2. State-of-play 

 

Over the past few years, parliaments around the world have been tasked with drafting and 

refining AI-related legislation that balances innovation with responsible oversight. The Inter-

Parliamentary Union documents the range of initiatives on AI taking place in national 

parliaments, including legislative reviews, reports, resolutions, inquiries, working groups and 

policy discussions (IPU, 2026).  

 

In the broader context, the European Union (EU) and the United Nations (UN) stress the 

importance of addressing the challenges posed by emerging technologies in Counter-Terrorism 

through adapting collaborative frameworks. Parliaments play a crucial role in implementing 

these recommendations and resolutions to enhance national and international security.  

 

Regulation (EU) 2024/1689 (AI Act), which entered into force in August 2024, serves as a 

comprehensive regulatory framework in the EU, reducing the need for additional national AI 

legislation. Nevertheless, some parliaments in EU member states have taken up specific issues, 

such as deepfakes and AI applications in the public sector. The risk-based approach and ethical 

guidelines of the EU AI Act have also influenced legislation in several non-EU countries.  

 

This same risk-based logic extends to security policy as the EU emphasises the need for 

parliaments to adapt to the challenges posed by emerging technologies in counter-terrorism, 

calling on them to strengthen oversight of counter-terrorism measures so that these remain 

aligned with human rights and democratic principles. Parliaments are further encouraged to 

promote public awareness and engage in international cooperation to reinforce overall security 

efforts, with the aim of achieving a balanced approach to counter-terrorism that respects 

democratic values while effectively addressing security threats.  

 

Key recommendations include:  

• Enhancing Legislative Frameworks: Parliaments should update laws to address the use 

of new technologies by terrorists;  

• Strengthen Parliamentary Oversight: Parliaments should actively monitor counter-

terrorism measures to ensure they comply with human rights and democratic principles;  

• Promoting Collaboration: Encourage co-operation between national and international 

bodies to share best practices and information;  

• Promoting Public Awareness: Parliaments are encouraged to promote public awareness 

about Counter-Terrorism policies and their implications for civil liberties and engage 

in public education campaigns about the risks associated with emerging technologies;  

• Encourage Collaboration: Parliaments should engage in international co-operation to 

enhance security measures and share best-practice among Member States;  

• Ensure Compliance: in that all CT measures respect, align with and Integrate Human 

Rights and civil liberties best-practice, safeguarding individual freedoms while 

addressing security concerns. 
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The UN Security Council has established several resolutions that guide member states in 

Counter-Terrorism efforts, particularly regarding emerging technologies. Notable ones are 

presented in Table 1.  

 

Resolution Number Key Focus Areas 

1373 (2001) Framework for preventing terrorist acts globally 

1624 (2005) Prohibition of incitement to commit terrorist acts 

2178 (2014) Addressing foreign terrorist fighters and their use of technology 

Table 1. UN Security Council Resolutions on emerging technologies 

 

Interestingly, the UN Security Council has established resolutions that guide member states in 

implementing effective Counter-Terrorism measures, while the EU provides recommendations 

to enhance parliamentary roles in adapting these frameworks. the Council of Europe's 

Parliamentary Assembly Resolutions and Recommendations, including Recommendation 2077 

(2015), should also be taken into account, as it promotes 'increasing co-operation against 

cyberterrorism and other large-scale attacks on the Internet.'  

 

The aforementioned international organisations are also suggesting relevant implementation 

guidelines: 

• Capacity Building: Member states are encouraged to develop their capabilities to 

counter cyber-enabled terrorism; 

• Information Sharing: Promote the exchange of intelligence and data on emerging 

threats; 

• Monitoring and Evaluation: Establish mechanisms to assess the effectiveness of 

Counter-Terrorism strategies involving new technologies. 

 

3. State-level Counter-Terrorism  

 

Our work first mapped current applications and emerging patterns of artificial intelligence and 

advanced technologies across parliamentary and public sector institutions, e.g. Security, law-

enforcement and defence agencies. 

 

Major findings include the following: 

• Governments are investing in AI-powered national security systems to improve real-

time threat detection, cyber defence, and intelligence analysis; 

• AI helps defence agencies process massive volumes of surveillance, satellite, and 

communication data faster than traditional systems; 

• Rising cyberattacks, geopolitical tensions, and autonomous warfare technologies are 

accelerating global AI adoption in defence infrastructure; 

• AI-powered security solutions enhance border protection, predictive monitoring, 

disaster response, and military decision-making capabilities; 
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• Nations see AI as a strategic advantage for maintaining technological superiority, 

strengthening homeland security, and reducing operational risks. 

 

Traditional security systems often struggle to process massive volumes of real-time data and 

respond to evolving risks (Salem et al., 2024). Artificial intelligence development helps 

defence agencies improve surveillance, automate threat detection, cybersecurity, and support 

faster strategic decision-making. From autonomous defence systems to predictive analytics and 

AI-driven intelligence platforms, modern governments are using artificial intelligence to build 

smarter and more resilient security infrastructures. 

 

This is why such systems are becoming essential for national security as governments face 

evolving cyber threats, large-scale data challenges, border risks, and faster digital warfare 

across interconnected global systems. Indicative applications include: 

• Faster threat detection: AI identifies suspicious activities instantly, improving response 

speed against cyberattacks, terrorism, and emerging national security threats;  

• Advanced intelligence analysis: AI processes massive intelligence datasets quickly, 

helping agencies uncover patterns, risks, and critical operational insights efficiently;  

• Improved border surveillance: AI-powered monitoring systems strengthen border 

protection through automated tracking, facial recognition, and real-time anomaly 

detection capabilities;  

• Stronger cybersecurity defence: AI helps governments prevent cyber intrusions, 

ransomware attacks, and infrastructure breaches through predictive security monitoring 

systems;  

• Better defence decision-making: AI supports military and security teams with real-time 

analytics, strategic forecasting, and automated operational assistance tools. 

 

Law enforcement in many areas already make active use of AI tools in their work (Berk, 2021). 

This raises concerns about the negative impact of AI use for Counter-Terrorism purposes on 

human rights, including privacy and fundamental freedoms, which need to be carefully 

considered and addressed by law enforcement and other stakeholders in order to minimise harm 

and promote trust and inclusion. 

 

Tools such as 2023 INTERPOL’s toolkit for responsible use of AI in law-enforcement 

underscores the need for human oversight, which also addresses data curation, community trust 

and transparency (INTERPOL, n.d.). All AI systems are biased to some degree and they reflect 

existing and historical societal biases. The use of technology in Counter-Terrorism should 

therefore be carefully assessed in light of the historical context of Counter-Terrorism and its 

specific biases, in particular in light of issues related to the opaqueness of algorithms and data-

analysis which can lead to adverse effects in relation to human rights requirements. Risk 

assessments on the use of AI in law-enforcement need to be carried out regularly and 

approaches adjusted accordingly in order to centre law-enforcement policies and practices on 

human rights and fundamental freedoms. 
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The organisational culture on the use of technology needs to be considered, especially given 

the historical context of Counter-Terrorism and its specific biases, which means addressing 

internal digital literacy levels amongst the users of the technology. This includes awareness-

raising and capacity-building but also evaluation and harm mitigation on an ongoing basis 

 

Moreover, there are various human rights and ethical implications of the use of AI in decision-

making processes that need to be addressed, often identified by decline in transparency and 

accountability. Development and evaluation of AI use by law enforcement can be strengthened 

by the inclusion of diverse perspectives, including from civil society and human rights experts. 

 

4. Counter-Terrorism in parliaments  

Parliaments are recognising the importance of training to combat the exploitation of emerging 

technologies by terrorists and other extremist groups. A recent UK parliamentary report 

highlights the need for updated training to keep pace with evolving online threats and better 

integrate counter-extremism efforts within broader safeguarding systems (House of Commons, 

2026). Several dimensions need particular attention when it comes the development of such 

trainings for strengthening the capacity of parliamentarians and staff.  

 

There are major concerns regarding tools like AI, social media and gaming platforms that can 

be manipulated to disseminate extremist narratives and recruit vulnerable individuals. The 

evolving threat landscape itself demands attention, as the rapidly changing nature of online 

extremism requires continuous review rather than one-off responses. State-sponsored 

exploitation is an additional concern, with documented cases of state sponsors utilising terrorist 

and extremist actors for propaganda, recruitment, financing and cyberattacks, illustrating how 

emerging technologies amplify the reach and sophistication of these operations (Fitsilis et al., 

2026). 

 

Another dimension deals with the existing international and regional legal framework 

governing counter-terrorism and emerging technologies, including UN Security Council 

resolutions (1373 (2001), 1624 (2005), 2178 (2014)), the EU AI Act, and Council of Europe 

instruments such as Recommendation 2077 (2015), which grounds parliamentary action in 

established legal obligations. A further dimension is counter-extremism integration, that is, the 

need to better embed counter-extremism strategies within broader safeguarding systems to 

ensure a comprehensive approach to tackling these threats. 

 

Parliamentary oversight and technical capacity constitute an overarching dimension, given the 

persistent gaps in parliamentary technical expertise and oversight mechanisms even as new 

regulatory frameworks emerge to address the misuse of AI and digital platforms by extremist 

actors. These above dimensions point to the need for a structured training approach. 

 

 

 



7 

5. Recommendations for parliamentary trainings 

 

It is not the goal of this note to develop detailed training curricula. Instead, the aim is to 

formulate strategic and technical recommendations by studying established principles and 

criteria on AI and emerging technologies, as developed by Fitsilis et al. (2024, 2025). This 

approach also takes into account the recent book publication on parliamentary cybersecurity 

(Fitsilis et al., 2026) and the Parliamentary Assembly of the Mediterranean's (PAM) 

recommendation to strengthen transnational cooperation on cybersecurity challenges (PAM, 

2026). 

 

Strategic recommendations:  

• Identify legislative gaps in preventing and combating malicious activities by terrorist 

and criminal networks and non-state actors and propose realistic implementation steps; 

• Strengthen transnational cooperation on cyber security challenges between 

governments, parliaments, intelligence, law enforcement agencies, corporate Chief 

Information Security Officers (CISOs), think tanks and universities; 

• Promote responsible design and development of large language models (LLM) and 

large multimodal models (LMM), ensuring they prioritize security by design and 

prevent data bias from specific social groups. This includes addressing positive bias 

(better results for certain languages) and negative bias (prediction of crime in 

vulnerable communities), focusing on areas such as public health, legal, education and 

digital media; 

• Integrate risks related to the malicious use of AI and emerging technologies, cyber-

attacks, and defence into national security strategies; 

• Develop innovative industrial strategies to bridge the gap between strategic goals and 

technological resources. 

 

Technical recommendations 

• Provide appropriate training for digital forensic specialists and justice system 

personnel on using the metaverse and related technologies to ensure the virtual 

environment’s safety and security and protect the individual’s rights; 

• Rethink trust and security-by-design approach to prevent cyber-attacks on public 

structures; 

• Improve coordination of national regulations for the dangers of crowdfunding 

activities. 

 

Building on these strategic and technical recommendations, a two-tier training model is 

proposed, targeted towards:  

a. MPs, government ministers and staff directly engaged in counter-terrorism; and  

b. A baseline training for all parliamentarians, covering guiding principles and best 

practice to improve MPs' awareness of legislation and appropriate levels of oversight 

that uphold international human rights and humanitarian law, and to equip them to 

better manage their own personal ICT security. 
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Recommendation Description 

Update Training Programs 
Regularly revise training content to reflect the latest trends 

in extremism. 

Focus on Online Threats 
Emphasise the role of online platforms in spreading 

extremist content. 

Collaborate with Experts 
Engage with technology and Counter-Terrorism experts for 

effective training. 

Implement a Safeguarding 

Framework 

Embed counter-extremism efforts within existing 

safeguarding systems. 

Table 2. Recommendations for general training modules. 

 

Within this model, the following recommendations set out general training modules for 

parliaments to consider (Table 2). As mentioned, these are intended to be practical entry points 

that can be adapted in any given national context and integrated into existing legislative and 

oversight capacities 

 

6. Conclusion and next steps 

 

This concept note has identified preliminary guiding principles and strategic and technical 

recommendations for parliamentary legislation and oversight of new technologies in Counter-

Terrorism, spanning transnational cooperation, security-by-design, bias mitigation in 

LLM/LMM deployment, and two-tier training for legislators and staff. These findings, part of 

our broader ongoing research programme, are yet to be formalised into a fuller academic 

framework. Clearly, more work is needed to localise these training and oversight patterns 

according to institutional and national traditions, security strategies and priorities. 
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